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Abstract: Recent rapid advancements in communication technology have brought forth the era of Web 3.0, representing a substantial trans⁃
formation in the Internet landscape. This shift has led to the emergence of various decentralized metaverse applications that leverage block⁃
chain as their underlying technology to enable users to exchange value directly from point to point. However, blockchains are blind to the real 
world, and smart contracts cannot directly access data from the external world. To address this limitation, the technology of oracles has been 
introduced to provide real-world data for smart contracts and other blockchain applications. In this paper, we focus on mitigating the risks as⁃
sociated with oracles providing corrupt or incorrect data. We propose a novel Web 3.0 architecture for the Metaverse based on the multi-
identifier network (MIN), and its decentralized blockchain oracle model called MetaOracle. The experimental results show that the proposed 
scheme can achieve minor time investment in return for significantly more reliable data and increased throughput.
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1 Introduction
Web 3.0 is currently one of the most trending topics, sym⁃

bolizing the Internet revolution from a mere information ex⁃
change platform into a more open, decentralized, and secure 
ecosystem based on blockchain. In April 2014, WOOD[1] first 
introduced the concept of Web 3.0, and he believed that in 
the aftermath of Snowden’s revelations, Internet users could 
no longer trust corporations, as these entities tend to exploit 
and manipulate user data for their financial gains. Subse⁃
quently, Web 3.0 has gained significant popularity since 
2021 and is widely recognized as the future direction of Inter⁃
net development.

Web 3.0 encompasses the seamless integration of the state-

of-the-art technologies with the ultimate aim of creating a de⁃
centralized metaverse ecosystem. For instance, the digital twin 
technology creates a mirror image of the real world, while vir⁃
tual reality (VR) and augmented reality (AR) provide immer⁃
sive 3D experiences. The advancement in 5G and beyond of⁃
fers ultra-high reliable and ultra-low latency connections for 
various metaverse devices. Wearable sensors and brain-
computer interfaces (BCI) enable user-avatar interactions 
within the metaverse. Artificial intelligence (AI) facilitates the 
creation and rendering of large-scale metaverse environments. 
In addition, blockchain and smart contracts are vital in ensur⁃
ing authentic rights for metaverse assets[2]. As a result, the 
metaverse holds the potential to revolutionize various indus⁃
tries and redefine the way we interact with digital content and 
each other.

To achieve direct and secure peer-to-peer value exchange 
within the metaverse, without the reliance on third-party 
trusted service intermediaries[3], the blockchain technology is 
leveraged. In essence, blockchain could be regarded as a pub⁃
lic ledger where all committed transactions are stored in 
blocks with a chain-like structure[4]. Asymmetric cryptography 
and decentralized consensus algorithms are implemented for 
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nodes to reach consensus and ensure transaction immutabil⁃
ity. The transaction rules can be encoded in smart contracts. 
These contracts are executed automatically within the block⁃
chain network when predefined conditions are satisfied[5]. 
Therefore, it is imperative to base on objective and trustworthy 
data to verify the execution conditions for smart contracts.

For security reasons, smart contracts are commonly ex⁃
ecuted within a secure sandbox environment, like the Ethe⁃
reum Virtual Machine (EVM). They always depend on 

“oracles” to access external data[6]. Oracles can be centralized 
trusted third parties or decentralized entities that provide 
trustworthy off-chain data for verifying the conditions required 
to trigger smart contract execution. The centralized oracle re⁃
lies on data from a single source, which may benefit high effi⁃
ciency. Provable, also referred to as oraclize[7], is the leading 
oracle service built on Amazon Web Services (AWS). It is spe⁃
cifically designed to provide data feedback for smart contracts 
and it continues to maintain a large user base[8]. However, the 
utilization of centralized oracles may not only undermine the 
decentralization principle of the blockchain but also carry the 
risk of incorporating corrupt and inaccurate data into the 
blockchain[9]. On the other hand, by using consensus mecha⁃
nisms to aggregate data from various independent sources, de⁃
centralized oracles resolve the singular data source problem. 
A few works have attempted to enhance the decentralized 
oracle models, and the details are presented in Section 2.

In the coming years, the metaverse is expected to undergo 
significant growth and expansion. In order to facilitate reliable 
and secure communication in the metaverse ecosystem, both 
individual and organizational users, as well as network de⁃
vices, have a shared demand for trustworthy and privacy-
enhancing identifiers. With the growing complexity and scale 
of the metaverse ecosystem, the co-governed multi-identifier 
network (MIN) can be a vital solution. MIN supports multiple 
identifiers such as identity, content, services, geographic infor⁃
mation, and IP address in the network layer. The entire net⁃
work is divided into hierarchical domains from top to bottom, 
with the top-level domain being multilaterally co-governed by 
countries that maintain a decentralized consortium block⁃
chain. Regional organizations independently govern the other 
domains under the root domain[10]. This hierarchical multi-
identifier network architecture allows for seamless integration 
and interoperability across diverse metaverse platforms, vir⁃
tual worlds, and applications. Furthermore, MIN’s large reso⁃
lution capability enables the smooth handling of numerous 
identifiers and facilitates reliable and efficient communication 
among a wide range of metaverse entities. These features 
make MIN an indispensable component for supporting the 
evolving metaverse and its complex communication needs.

In this paper, we first propose a novel Web 3.0 architecture 
based on MIN for Web 3.0-empowered Metaverse, i. e., MIN-
Web 3.0. It aims to enhance the connectivity and functionality 
of the metaverse by leveraging the capabilities of MIN and 

Web 3.0 technologies, providing a robust and scalable frame⁃
work for metaverse entities to engage in secure and trusted 
communication. On the other hand, the risk of untrustworthy 
data input in the blockchain has gained significant attention. 
To address this issue, within the proposed MIN-Web 3.0 archi⁃
tecture, we further design a decentralized blockchain oracle 
model. With its decentralized design and consensus mecha⁃
nism, MetaOracle ensures the availability of reliable data 
sources and enables high throughput for data processing. The 
performance of the proposed MetaOracle is compared with one 
of the most representative decentralized oracles, Chainlink, in 
terms of time overhead and throughput performance. The re⁃
sults demonstrate that MetaOracle outperforms Chainlink 
when a larger number of data request transactions need to be 
handled in the oracle. The main contributions of this paper are 
summarized as follows.

• We propose a novel Web 3.0 architecture based on MIN, 
MIN-Web 3.0, which provides a solid foundation for building 
the infrastructure and standards required for Web 3.0-empow⁃
ered metaverse applications.

• Within the proposed MIN-Web 3.0 architecture, we fur⁃
ther design a decentralized blockchain oracle model, Meta⁃
Oracle, to enhance the reliability of the data from the outside 
world.

• To evaluate the functionality and performance of the pro⁃
posed scheme, we compare MetaOracle with one of the most 
representative decentralized oracles, Chainlink. The experi⁃
mental results demonstrate the advantages of MetaOracle, as it 
allows for a relatively low time overhead in return for remark⁃
ably higher throughput when handling a larger volume of re⁃
quests for reliable data.

The rest of this paper is organized as follows. In Section 2, 
we introduce related works of the decentralized oracle models. 
Then, the design details of MIN-Web 3.0 architecture are for⁃
mally described in Section 3. We present the core mechanism 
of our MetaOracle in Section 4. Section 5 demonstrates experi⁃
mental results compared with another representative work in 
terms of time investment and throughput. Lastly, we conclude 
our work and the future outlook in Section 6.
2 Related Works

This section outlines the work related to decentralized 
oracle networks. Given the critical importance of trustworthy 
decentralized oracles for future blockchain applications, some 
studies have been conducted to enhance the trust and reliabil⁃
ity of oracles. For example, LO et al. [11] developed a compre⁃
hensive framework to evaluate the reliability of diverse block⁃
chain oracles based on trust. Their research provided valuable 
insights into the dependability of these oracles. Expanding on 
this topic, MA et al.[12] introduced an innovative decentralized 
oracle system that prioritizes reliability. Their proposal in⁃
cluded specialized mechanisms designed to effectively verify 
and resolve disputes arising between blockchain smart con⁃
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tracts and oracles. By incorporating these mechanisms, they 
aimed to enhance the overall credibility of the decentralized 
oracle system. In a related study, HEISS et al. [13] delved into 
the concept of trust within decentralized oracles, specifically 
examining its significance in on-chain data interactions.

Moreover, a few oracle solutions implemented in the indus⁃
try can effectively address the issue of data reliability. For in⁃
stance, Chainlink serves as a decentralized oracle network 
which has a large market share in the decentralized oracle in⁃
dustry. In Chainlink, off-chain reporting (OCR) is adopted as 
the underlying mechanism for oracle nodes to collectively ag⁃
gregate their observations into a single report of the block⁃
chain[14]. Within the Chainlink network, a leader node is se⁃
lected periodically. The leader node is responsible for regu⁃
larly requesting follower nodes to provide their recently signed 
observations. These observations are then aggregated by the 
leader node to form a comprehensive report. To achieve con⁃
sensus, a quorum of follower nodes must approve the report’s 
validity by sending their own signed copies back to the leader 
node. Once the leader node receives the signed copies from a 
quorum of followers, it assembles a final report that includes 
the signatures of the approved quorum. This final report is 
then broadcast to all followers and reported to the smart con⁃

tract on the blockchain. Notably, Chainlink completes the 
data aggregation off-chain and generates only one aggregated 
block in each round. As a result, individual node spends far 
less on gas costs.

In application, Chainlink emerges as one of the most repre⁃
sentative oracles for connecting smart contracts with real-
world data in the Web 3.0 ecosystem. For example, Chainlink 
provides Enjin, a virtual goods and gaming platform, with real-
time game item prices and market data[15], thereby enabling 
fair and secure transactions within the Web 3.0 gaming eco⁃
system. However, challenges such as high aggregation time 
costs have been identified.
3 MIN-Web 3.0 Architecture for Web 3.0-

Empowered Metaverse
This section provides a comprehensive overview of the MIN-

Web 3.0 architecture, where the technologies of Web 3.0 are 
integrated into MIN. As shown in Fig. 1, the improved MIN ar⁃
chitecture consists of five modules: metaverse application, 
front-end, blockchain, off-chain data storage, and the oracle. 
These modules work collaboratively to establish a robust and 
high-performing system for decentralized applications.

At the core of the MIN-Web 3.0 architecture, MIN serves as 

MIN: multi-identifier network     MIS: multi-identifier system     VR: virtual reality
▲Figure 1. MIN-Web 3.0 architecture for Web 3.0-empowered Metaverse
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the underlying network layer, enabling the parallel coexis⁃
tence of multiple identifiers, including identity, content, and 
geographic information[16]. The MIN network facilitates the 
generation, management, and resolution services of these iden⁃
tifiers, which greatly supports the deployment of consortium 
blockchain technology to achieve decentralization. The combi⁃
nation of MIN and Web 3.0 principles creates a powerful foun⁃
dation for building decentralized metaverse applications that 
promote user autonomy and data sovereignty.
3.1 Front-End Module

Web 3.0 front-end refers to Web applications built using a 
new generation of Web technologies, especially the front-end 
interface of decentralized applications (DApps). Compared 
with traditional Web 2.0 applications, the Web 3.0 front-end 
uses a more decentralized architecture, as well as more power⁃
ful blockchain and cryptocurrency technologies. The applica⁃
tion of these technologies enables the front end to achieve 
higher security, transparency, and trustworthiness.

To facilitate interaction with distributed applications, Web 
3.0 front-ends must establish connectivity with blockchain net⁃
works by employing JavaScript libraries of Web 3.0 version, 
mainly including Web3.js and ethers.js, for seamless commu⁃
nication. In general, the Web 3.0 front end represents a novel 
approach to metaverse application interfaces, which is based 
on blockchain and cryptocurrency technology, with higher se⁃
curity, decentralization, and transparency.
3.2 Blockchain Module

As previously stated, blockchain is a decentralized distrib⁃
uted ledger technology that can be used to record transactions, 
store data, and execute smart contracts, providing some of the 
foundational services for Web 3.0 applications.
3.2.1 Multiple Identifier System for Web 3.0-Empowered 

Metaverse
Under the MIN-Web 3.0 architecture, we adopt the multi-

identifier system (MIS) blockchain as the underlying block⁃
chain service provider. MIS consists of multiple nodes to con⁃
stitute a blockchain system, and each node can be managed 
by an independent organization or individual. MIS records a 
global state of multi-identifiers, including identity, content, 
service, space, IP address, and domain names[17]. Only the 
nodes that have successfully registered an identity identifier 
in MIS are allowed to engage in the consensus process.

The consensus algorithm, also referred to as the consensus 
mechanism, is a collaborative process within a distributed sys⁃
tem for achieving agreement among multiple nodes. Within 
the blockchain, the consensus algorithm plays a crucial role in 
ensuring the security and credibility of the blockchain net⁃
work. MIS adopts the Parallel Proof of Vote (PPoV) algo⁃
rithm[18], which is considered a novel Byzantine Fault Toler⁃
ance (BFT) consensus algorithm for consortium blockchains. 
Its underlying mechanism is that the transaction can be stored 

in the blockchain ledger only when the number of affirmative 
votes in each block exceeds two-thirds of all voters.

The PPoV consensus algorithm guarantees data consistency 
among various nodes and enables BFT within the system. It 
demonstrates the characteristics of decentralization, tamper-
proof data, and reduced reliance on trust. Moreover, the sys⁃
tem’s data throughput capacity is enhanced as it permits mul⁃
tiple accounting nodes to generate blocks in parallel during a 
consensus cycle.
3.2.2 Contracts in Web 3.0 Blockchain

Within the MIN-Web 3.0 architecture, there are mainly two 
types of smart contracts running on the blockchain module: 
one is the business logic contract, and the other is the oracle 
contract.

At the technical level, the business logics of the metaverse 
application are commonly written in smart contracts and ex⁃
ecuted by the smart contract engine on the blockchain. In 
other words, the contracts for business logic serve as the un⁃
derlying infrastructure for enforcing the predefined transac⁃
tion logic within the metaverse. By leveraging the blockchain 
technology, the execution of business logic becomes decentral⁃
ized, transparent, and secure. The design for this type of con⁃
tract is driven by the specific business need. For simplifica⁃
tion, smart contracts that retrieve off-chain data storage can be 
categorized as business logic contracts.

On the other hand, the oracle contracts are responsible for 
invoking the oracle services to bring external data onto the 
blockchain and make it accessible to the business logic con⁃
tracts. By calling the oracle contract, the business logic con⁃
tract can obtain trustworthy and up-to-date information for 
making informed decisions and executing transactions. The 
oracle contracts are categorized into three types, namely con⁃
sumer contracts, proxy contracts, and aggregator contracts.

The consumer contract is exposed to the business logic con⁃
tract when a user wants to request specific data from the 
oracle service, while the proxy contract serves as middleware 
between the consumer contract and the aggregator contract 
which will be introduced later. Proxy further points to the ag⁃
gregator for a particular data feed. Using proxy enables the un⁃
derlying aggregators to be upgraded without any service inter⁃
ruption to consumer contracts. As a result, the design of proxy 
provides remarkable flexibility in managing and upgrading the 
pre-oracle network, allowing for smooth integration of en⁃
hancements as required. The most underlying layer connect⁃
ing to the oracle network is the aggregator contract. According 
to the pre-defined interfaces, it receives periodic aggregated 
data updates from oracle and stores the updated data on the 
MIS blockchain. It is worth noting that the aggregator contract 
cannot directly send a data request to oracle, while it can only 
periodically receive the data feed from oracle.

Regarding the frequency of the data updates from oracle, 
two types of thresholds are set, i. e., the value threshold and 
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the time threshold. When a node in the oracle network identi⁃
fies that the latest detected values from data providers devi⁃
ate from the value on the MIS blockchain by more than the 
defined deviation threshold, which means when the condition 
of value threshold is satisfied, a new aggregation round 
starts. On the other hand, when a specified amount of time 
has elapsed since the last update, the updated data will be 
pushed to the MIS blockchain.
3.3 Off-Chain Data Storage Module

The off-chain data storage module in blockchain enables 
the storage of data outside the blockchain while leveraging 
the smart contract capabilities of the blockchain for data ac⁃
cess and management. The module plays a crucial role in ad⁃
dressing the challenges of limited storage capacity and high 
storage costs in blockchain. With the inherent limitations of 
blockchain’s storage capacity, storing an extensive number 
of data can result in a significant increase in storage ex⁃
penses. Furthermore, the public nature of blockchain data 
raises concerns regarding privacy and security, as it allows 
unrestricted access.

The inter planetary file system (IPFS) is a peer-to-peer dis⁃
tributed file system that utilizes content addressing to identify 
and retrieve files[19]. When a file needs to be stored off-chain, 
its content is hashed using the SHA-256 cryptographic hash 
function to obtain a unique content identifier (CID). The smart 
contract can later retrieve the data using this CID.

Considering the advantages of greater storage capacity and 
improved privacy protection offered by IPFS, we integrate an 
IPFS-based off-chain data storage scheme into our MIN-Web 
3.0 architecture. Through the invocation of smart contracts, de⁃
velopers can conveniently access and manage data stored in off-
chain data storage modules, thereby facilitating more efficient 
data management and interaction within the system.
3.4 Metaverse Application Module

Based on the blockchain technology, Metaverse applica⁃
tions are virtual world applications that transform real-world 
people, objects, scenes, and other elements into digital forms 
through digital identity, digital assets, smart contracts, etc. 
These applications facilitate interaction within the virtual 
world. With the emergence of the blockchain technology, 
metaverse applications have evolved towards decentralization 
and openness, becoming a significant component of the digital 
economy. Under the MIN-Web 3.0 architecture, the properties 
of MIN’s security protection and performance optimization ca⁃
pabilities, along with virtual reality and the blockchain tech⁃
nology, enable the creation of a more real and immersive meta⁃
verse experience. Moreover, it offers a secure, transparent, 
and efficient solution to asset trading and management in fi⁃
nancial scenarios.
3.5 Oracle Module

Our MetaOracle is deployed on the blockchain to conduct 

the data consensus, which means there are two blockchains in⁃
volved in the MIN-Web3.0 architecture: MIS blockchain and 
MetaOracle blockchain. Further details regarding the Meta⁃
Oracle blockchain are provided in Section 4.
4 Core Mechanisms of MetaOracle

In this section, we present a decentralized blockchain 
oracle combined with the PPoV consensus mechanism, Meta⁃
Oracle, which serves as a decentralized oracle for trustworthy 
data feeds in Web 3.0-empowered metaverse applications.
4.1 Roles of Participants

MetaOracle includes three types of roles: the aggregator, 
the bookkeeper, and the voter. They collaborate to acquire the 
ultimate trustworthy data from external data sources.

• Aggregator: An aggregator is responsible for aggregating 
the data collected by voter nodes on the MetaOracle block⁃
chain. Each voter node can access various external data 
sources to retrieve specific data based on the predefined inter⁃
faces between the MIS blockchain and the MetaOracle block⁃
chain. When a new round of data aggregation is triggered by 
meeting the threshold condition, the aggregator will request 
voter nodes to provide recently signed observations. These ob⁃
servations are then aggregated to the proper results by the ag⁃
gregator according to a median or average principle. The ag⁃
gregator then sends this result to the bookkeeper for generat⁃
ing a block.

• Bookkeeper: A bookkeeper is responsible for generat⁃
ing the blocks for transactions. After packaging a block for 
an aggregated result, the bookkeeper releases it to the net⁃
work for votes.

• Voter: A voter node is responsible for two tasks within a 
round of data feed. One task is to fetch the information from 
the external world, and the other is to validate and vote on the 
block carrying aggregated results. The voting rule aligns with 
the aforementioned value threshold. In this rule, a positive 
vote is cast when the aggregated value deviates from the value 
that voters hold in this round by a margin smaller than the 
specified deviation threshold. The voting message contains the 
hash value of each block, an opinion indicating agreement or 
disagreement (−1, 0, 1), and the voter’s signature information. 
By monitoring both the signature of the voter and their behav⁃
ior, it is possible to detect and identify any malicious nodes 
within the network. Only when the number of affirmative votes 
in each block surpasses 2/3 of all voters, the block can be 
committed to the blockchain.
4.2 Whole Process of Retrieving Trustworthy Data

The overall process of retrieving trustworthy data from the 
MetaOracle blockchain to the MIS blockchain is described in 
Fig. 2.
4.2.1 MIS Blockchain Phase

A user initiates a request for external data through the con⁃
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sumer contract, and the request is first forwarded to the proxy 
contract before being sent to the aggregator contract. When 
the request reaches the aggregator contract, the aggregator re⁃
sponds with the up-to-date data stored on the MIS blockchain 
to the consumer contract through proxy. The request and re⁃
sponse process is illustrated in Fig. 2 as Steps A to D.
4.2.2 MetaOracle Blockchain Phase

The MetaOracle blockchain is a crucial component for re⁃
trieving data from real-world data sources and reaching con⁃
sensus on that data. If either the value threshold or the time 
threshold condition is met, a new round of data feed will be 
initiated. During a data feed round, requests for different data 
feeds may occur simultaneously. The aggregated result for 
each request can be regarded as a transaction. A substantial 
number of transactions can be packaged into a single block 
during a consensus round within the MetaOracle blockchain. 
MetaOracle can process these transactions together, thus re⁃
ducing the overall processing time. On the other hand, the 
PPoV consensus algorithm is adopted to enable multiple book⁃
keepers to generate blocks concurrently, thereby enhancing 
the throughput of the MetaOracle blockchain.

Step 1: When conditions for different data feeds are met, 
the aggregator initially asks voters to retrieve the data from the 
external world.

Step 2: At certain intervals, the aggregator waits for and re⁃
ceives the data feeds from voters.

Step 3: The aggregator aggregates the data collected, and 

obtains proper results according to 
a median or average principle. Nota⁃
bly, the results may include the re⁃
sponses corresponding to different 
data feed requests. The aggregator 
then sends the results to bookkeep⁃
ers for block generation.

Step 4: Each bookkeeper inde⁃
pendently generates a block with a 
specific transaction allocation rule. 
The transaction allocation rule en⁃
sures that transaction pools of book⁃
keepers are distinct, resulting in 
unique blocks generated by each  
bookkeeper. The bookkeeper pack⁃
ages the aggregated results into a 
block and further broadcasts the 
block to the network for votes.

Step 5: After collecting the 
blocks from the bookkeepers, a 
voter casts individual votes for each 
block and creates a comprehensive 
voting message to send to the aggre⁃
gator.

Step 6: The aggregator consis⁃
tently waits for voting messages and 

counts the results. When the number of affirmative votes in 
each block surpasses 2/3 of all voters, the block can be con⁃
firmed, and the results will be pushed to the aggregator con⁃
tract on the MIS blockchain. Otherwise, the consensus cannot 
be reached. The data feed can be carried over to the next 
round of aggregation until the threshold condition is met.
5 Experimental Analysis

In this section, we evaluate the performance of our pro⁃
posed scheme. Our experiment uses 4 Linux physical ma⁃
chines and their operating systems are Ubuntu20.04. Each of 
them has a memory of 8G and 4 physical CPUs, and is inter⁃
connected through fiber optic Ethernet. The CPU is Inter(R) 
Core (TM) i5-8500 CPU@ 3.00 GHz. To adhere to the BFT 
mechanism, the total number of network nodes N must satisfy 
N ≥ 3f + 1 where f refers to the number of faulty nodes. In our 
MetaOracle blockchain setup, we have established 28 nodes, 
consisting of three different roles: the aggregator, the book⁃
keeper, and the voter. In the experiment, we conducted tests 
on MetaOracle to measure its transaction processing capacity, 
represented as the number of transactions it can handle trans⁃
actions per second (TPS), as well as the time required for the 
consensus process. We conducted these tests under three dif⁃
ferent conditions, specifically when executing 5 000, 10 000, 
and 15 000 transactions in a consensus round within our Meta⁃
Oracle. For comparative analysis, we also collected corre⁃
sponding data from Chainlink[14], a well-known decentralized 

MIS: multi-identifier system

▲Figure 2. Overflow of data feed
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oracle, as a reference point.
We initially compared the proposed MetaOracle with 

Chainlink in terms of the average time cost for each transac⁃
tion in a round of consensus. Chainlink employs the Schnorr 
signature scheme to conduct off-chain consensus, eliminat⁃
ing the need for block generation during the consensus pro⁃
cess. In other words, this approach reduces the time required 
for block production. To facilitate the analysis, we applied a 
logarithmic scale to the time cost in Fig. 3. In practice, the 
time cost for each transaction in a round of consensus in the 
Chainlink oracle is approximately 1 s lower than that of our 
proposed oracle.

However, the off-chain blockchain characteristic of Chain⁃
link has a dual impact when it comes to a large number of 
transactions. If a large number of transactions are not pack⁃
aged together in a block for transmission, the time required to 
transmit each transaction can be influenced by network la⁃
tency. MetaOracle can package a bundle of transactions into a 
block and broadcast it on the blockchain to achieve consen⁃
sus. This allows MetaOracle to handle a considerable number 
of transactions within a consensus round.

As it is depicted in Fig. 4, Chainlink’s capability to 
handle TPS is limited to less than 250 due to the negative 
impact of the off-chain consensus mechanism mentioned 
earlier. In contrast, our MetaOracle achieves a minimum 
TPS of 20 000 when handling 1 5000 transactions within a 
round of consensus, surpassing Chainlink by a factor of at 
least 80. However, it is important to note that the TPS per⁃
formance of MetaOracle may exhibit a peak value. There⁃
fore, the TPS value of MetaOracle may vary when the block 
size changes from 5 000 to 15 000. The factors contributing 
to these phenomena can be considered as potential direc⁃
tions for future research in the field of oracles. As a result, 
our proposed MetaOracle achieves significantly higher 
throughput compared with Chainlink, albeit with a slight 
sacrifice of 1 s in latency.
6 Conclusions

In summary, this paper proposes a new MIN-Web 3.0 archi⁃
tecture for secure communications in Web 3.0-empowered 
metaverse applications, and a decentralized blockchain oracle 
called MetaOracle, which can enhance the reliability and se⁃
curity of data feed on the MIS blockchain while maintaining 
its low time overhead and high throughput. We also compare 
MetaOracle with Chainlink to demonstrate its effectiveness. In 
the future, we will undertake real-world case studies to exam⁃
ine the behavior and response strategies of blockchain oracles 
in diverse attack scenarios, such as the Sybil attack and collu⁃
sion attack, to enhance the robustness of our scheme. Addi⁃
tionally, further research on the factors that influence the TPS 
performance of MetaOracle will be explored to further opti⁃
mize its throughput and scalability.
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